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MEMORANDUM OF UNDERSTANDING 

BETWEEN

THE MINISTRY OF DEFENCE OF THE REPUBLIC OF LATVIA,

THE MINISTRY OF NATIONAL DEFENCE OF THE REPUBLIC OF LITHUANIA
AND

THE MINISTRY OF DEFENCE OF THE REPUBLIC OF ESTONIA,

REGARDING

SECURITY ACCREDITATION AND SECURITY MANAGEMENT OF JOINT CLASSIFIED COMMUNICATION AND INFORMATION SYSTEMS PROJECTS IN THE FIELD OF DEFENCE
INTRODUCTION

The Ministry of Defence of the Republic of Latvia, the Ministry of National Defence of the Republic of Lithuania and the Ministry of Defence of the Republic of Estonia (hereinafter referred to as the Participants);
Acknowledging that co-operation in the field of defence requires exchange of classified information between the Ministry of Defence of the Republic of Latvia, the Ministry of National Defence of the Republic of Lithuania and the Ministry of Defence of the Republic of Estonia and between the military units of the respective countries;
Noting the Agreement between the Government of the Republic of Lithuania and the Government of the Republic of Estonia on Mutual Protection of Classified Information, signed on 28 May, 2013, in Vilnius, Lithuania;

Noting the Agreement between the Government of the Republic of Latvia and the Government of the Republic of Estonia on the Exchange and Mutual Protection of Classified Information, signed on 7 June 2011, in Budapest, Hungary;

Noting the Agreement between the Government of the Republic of Latvia and the Government of the Republic of Lithuania concerning Mutual Protection of Classified Information, signed on 26 May, 2000, in Tartu, Estonia;

Noting CM (2002) 49, Security within the North Atlantic Treaty Organisation (NATO), and its supplementary directives;

Noting the European Union Council Decision of 31 March 2011, on the security rules for protecting EU classified information (2011/292/EU);
Acknowledging the role and responsibility of national authorities in guaranteeing the security of communication and information systems / security accreditation systems projects in the field of defence;

Seeking to establish a framework for common standards for security accreditation and security management of joint classified communication and information systems projects in the field of defence, and security management of joint classified communication and information
have reached the following understanding:


SECTION 1 – DEFINITIONS AND ABBREVIATIONS
For the purposes of this Memorandum of Understanding (hereinafter referred to as the MOU):

a) Classified information means any information or material, regardless of its form or nature, which has been classified in accordance with the laws and regulations in force in the states of the Participants and which requires protection against breach of security;
b) Breach of security means a deliberate or accidental act or omission contrary to the laws and regulations in force in the states of the Participants, the result of which may lead to actual or presumed unauthorised disclosure of Classified Information, including but not limited to its loss, destruction, damage, misappropriation or misuse;
c) CIS means communications and information systems;

d) Joint classified CIS project means a project related to the Participants’ co-operation in the field of defence, in the framework of which CIS is used by all the Participants for processing classified information or the national CIS are interconnected to exchange classified information or to provide classified information processing services to all Participants;

e)      Security accreditation process means a vetting procedure in order to determine whether a joint classified CIS project is adequately protected by every Participant country for the purpose of processing classified information within its framework and that the security configuration of the CIS to be used in the project is adequately documented;
f) Security management means security organisation and security procedures to control and maintain the required level of protection of classified information within a classified CIS project.

SECTION 2 – PURPOSE AND SCOPE
1. The purpose of the present MOU is to create a framework for common standards for the security accreditation process and security management of the joint classified CIS projects.

2. The provisions of the present MOU are not intended to conflict with the international law and the laws and regulations in force in the states of the Participants. Should there be a conflict, the international law and the laws and regulations in force in the states of the Participants will prevail. The Participants will notify each other in the event of any conflict arising.

3.  The Participants may conclude a separate agreement regarding a specific joint classified CIS project if they deem it necessary. 

SECTION 3 - IMPLEMENTATION OF THE PRESENT MOU  
1. The Participants determine the following Authorized Bodies to be responsible for the implementation of the present MOU:

a) for the Ministry of Defence of the Republic of Latvia – The Constitution Protection Bureau;

b) for the Ministry of National Defence of the Republic of Lithuania – The Second Investigation Department under the Ministry of National Defence;

c) for the Ministry of Defence of the Republic of Estonia – The Information Board.
2. The Participants will inform each other in writing about the change of the Authorized Bodies. The change of the Authorized Bodies will not constitute a formal amendment of this MOU.

3. For the implementation of the present MOU the Authorized Bodies will:

a) Provide each other an appropriate administrative support;

b) Share information about the security management of the national part of the joint classified CIS project and the security accreditation status; 

c) Inform each other about any major changes in the security related laws and regulations in force in their states affecting the security of the joint classified CIS projects;
d) Ensure that only joint classified CIS projects with a security accreditation of their national parts and security management process are allowed to operate;

e) Ensure that the changes of security features of the national part that could impact the joint classified CIS project will not be performed without the consent of all Participants or Authorised Bodies;

f)   Conduct enquiries into any delay, interruption or breach of security in the national part of the joint classified CIS project and inform the Joint Security Accreditation and Management Group about any such event.

SECTION 4 - JOINT SECURITY ACCREDITATION AND SECURITY MANAGEMENT GROUP

1. The Participants will establish a Joint Security Accreditation and Security Management Group (hereinafter referred to as the Group) consisting of one representative of each Authorized Body.
2. The Group will recognize the security accreditation certificate that is issued for a national part of a joint classified CIS project by the Authorized Body of the Participant country in accordance with national legislation and relevant international agreements. The Group’s recommendations and approvals do not replace the national security accreditation certificates issued for national parts of joint classified CIS project.
3.  The Group will:

a) make recommendations on joint classified CIS projects security management and security accreditation process;

b) establish and approve the security baseline for the interconnection of national parts of the classified CIS project;

c) complementary to national competences conduct enquiries into any breach of security in the joint classified CIS projects and agree upon follow-up activities, as required;
d) review and agree upon major changes in security features of the joint classified CIS project;

e) prepare and provide instructions to joint classified CIS project operating authorities on security requirements and measures in order to improve the current security situation in joint classified CIS project or national parts;
f) coordinate and monitor the security situation in joint classified CIS projects.
4.  The Group will meet once a year unless agreed otherwise. The meetings of the Group will be hosted by each Participant country by rotation. The meetings of the Group will be arranged (prepared, conducted, documented and chaired) by the host country. Decisions can also be made by other means of communication than a meeting, as agreed by the Group. 

5. All decisions by the Group will be made by consensus amongst the representatives. Consensus means that every member of the Group must vote yes or abstain for a decision to be approved (with a minimum of one yes vote); should there be a negative vote, the decision is not approved. 

6. The Group may invite other experts to participate in the Group’s meetings. These experts do not have a right to vote on the Group’s decisions. 

7. The Group may agree on the Lead Nation for the coordination of the specific joint classified CIS project.
8. The Group may approve Terms of Reference.
9. The Group may establish joint working bodies as needed.

SECTION 5 - FINANCIAL PROVISIONS

Unless otherwise decided, each Participant will bear its own costs in relation to the implementation of the present MOU. 
SECTION 6 - COMMENCEMENT, DURATION AND TERMINATION

1. The present MOU will enter into effect on the day of the last signature and remain in effect until terminated by mutual agreement of the Participants. 

2. Each Participant may withdraw from the present MOU by giving 90 days prior notice in writing to the other Participants.

3. In case of termination or withdrawal of the present MOU, its relevant provisions remain in effect until all outstanding obligations, claims, disputes and security issues are settled. The Participants will initiate consultations to settle all outstanding obligations, claims, disputes and security issues arising from the present MOU. 
SECTION 7- MODIFICATION AND SETTLEMENT OF DISPUTES

1. Any dispute regarding the interpretation or application of the present MOU will be resolved by consultations between the Participants and will not be referred to any national or international tribunal or third party for settlement.

2. Each Participant may propose an amendment or revision to the present MOU at any time. If required, the Participants will enter into consultations to discuss the proposed amendment or revision. The agreed amendments or revisions will enter into effect in accordance with the procedure set forth in paragraph 1 of Section 6 of the present MOU.

SECTION 8 - TEXT AND SIGNATURE

The present MOU is signed in ……….  on ……… in English language in three original copies, all texts being equally valid. In witness thereof, the undersigned, duly authorised by their respective authorities, have signed the present MOU.

For the Ministry of Defence of the Republic of Latvia 

For the Ministry of National Defence of the Republic of Lithuania

For the Ministry of Defence of the Republic of Estonia

Aizsardzības ministra vietā zemkopības ministre
L.Straujuma

Vīza: valsts sekretārs                                                                                              J.Sārts

25.11.2013.        14:21
1702


Ilze Grūbe
Ilze.Grube@mod.gov.lv


tel:. 67335182; fakss: 67212307

AIMss_251113; Līgums angļu valodā Ministru kabineta noteikumu „Par Latvijas Republikas Aizsardzības ministrijas, Igaunijas Republikas Aizsardzības ministrijas un Lietuvas Republikas Nacionālās Aizsardzības ministrijas saprašanās memorandu par aizsardzības nozares kopējo klasificētās informācijas un komunikācijas sistēmu projektu drošības vadību un akreditāciju” projektam
AIMss_251113; Līgums angļu valodā Ministru kabineta noteikumu „Par Latvijas Republikas Aizsardzības ministrijas, Igaunijas Republikas Aizsardzības ministrijas un Lietuvas Republikas Nacionālās Aizsardzības ministrijas saprašanās memorandu par aizsardzības nozares kopējo klasificētās informācijas un komunikācijas sistēmu projektu drošības vadību un akreditāciju” projektam

