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Memorandum of Understanding between
the Government of the Republic of Latvia 
and the Government of Canada
on the protection of classified information
The Government of the Republic of Latvia and the Government of Canada, hereinafter referred to as the “Participants”,

Acknowledging the need to enter into a Memorandum of Understanding and recognizing the important role of their mutual co-operation in ensuring peace, international security and mutual confidence,

Acknowledging that they may have to exchange Classified Information to co-operate in industrial security matters,

Acknowledging that this Memorandum of Understanding could be used as a foundation for organisations of the Participants to exchange Classified Information outside of the context of industrial security,

Desiring to create practices and procedures to govern the reciprocal protection of Classified Information for both Participants in future co-operation arrangements and contracts involving Classified Information,

Taking into consideration that they share equivalent security standards for the protection of Classified Information,

Taking note that this Memorandum of Understanding does not alter existing instruments between the Republic of Latvia and Canada,

Wishing to establish a basis of understanding to conclude a bilateral general agreement on Classified Information,

Have reached the following understanding:

1. Definitions
For the purpose of this Memorandum of Understanding:

“Classified Information” means information that is assigned a security classification level by a Participant to protect its national security and to comply with its laws and regulations. A reference to Classified Information in this Memorandum of Understanding also includes Canadian Protected Information and Latvian DIENESTA VAJADZĪBĀM Information, unless otherwise specified; 

“Classified Contract” means a legally enforceable instrument that requires a Contractor to access the Classified Information of a Participant to provide a good or service. This term includes a sub-contract or a pre-contractual activity;

“Contractor” means an individual or legal entity that possesses the legal capacity to enter into a Classified Contract. This term includes a sub-contractor;

“DIENESTA VAJADZĪBĀM Information” means information that the Republic of Latvia designates as subject to protection and that is associated with national security, but does not contain official secrets;
“Facility Security Clearance (FSC)” means a determination by a Participant, through its Security Authority, that a Contractor meets the security requirements to handle Classified Information in accordance with the laws and regulations of that Participant;

“Need-to-know” means that an individual is authorised to access Classified Information because that individual needs that Classified Information to perform their official duties;

“Personnel Security Clearance (PSC)” means a determination by a Participant, that an individual is eligible to access Classified Information in accordance with the laws and regulations of that Participant; and

“Protected Information” means information that Canada designates as protected and that could cause injury to an individual, legal entity, or public interest of Canada if disclosed to an unauthorised individual.

2. Objective and Scope
This Memorandum of Understanding sets out the standards and procedures for the protection of Classified Information that is exchanged between the Participants in the context of governmental Classified Contracts. It also provides a foundation for the exchange of Classified Information for other activities.

3. Security Authorities
The Participants designate the following as their Security Authorities (SAs) and may authorize other competent security authorities to fulfil some of the activities described in this Memorandum of Understanding:

(a) For the Republic of Latvia:

Director, Constitution Protection Bureau

National Security Authority
(b) For Canada:

Director, International Industrial Security 

Designated Security Authority

Industrial Security Sector

Public Services and Procurement Canada
4. Security Classification Levels
(a) The originating Participant will assign a security classification level to Classified Information and will mark the Classified Information according to its laws and regulations. 

(b) The receiving Participant will ensure that Classified Information disclosed by the originating Participant is afforded a level of protection at least equivalent to its national Classified Information of an equivalent security classification level according to Table 1, Table 2 and Table 3.
(c) If deemed appropriate, the receiving Participant will ensure that Classified Information disclosed by the originating Participant is marked with a security classification level that, according to Table 1, Table 2 and Table 3, is at least equivalent to the security classification level assigned by the originating Participant.

(d) These are the terms used by each Participant to designate equivalent security classification levels for Classified Information:
Table 1: Classified Information

	In the Republic of Latvia
 
	In Canada 
(English)
	In Canada 
(French)

	SEVIŠĶI SLEPENI
	TOP SECRET 
	TRÈS SECRET

	SLEPENI
	SECRET
	SECRET

	KONFIDENCIĀLI
	CONFIDENTIAL
	CONFIDENTIEL


(e) After approval by the Participants, the exchange of TOP SECRET/TRÈS SECRET/SEVIŠĶI SLEPENI information will be considered on a case-by-case basis.

(f) The Republic of Latvia will protect Canadian Protected Information at the security classification level identified in the following table:

Table 2: Protected Information
	In Canada 
(English)
	In Canada 
(French)
	In the Republic of Latvia


	PROTECTED C
	PROTÉGÉ C
	SLEPENI (see 4g)

	PROTECTED B
	PROTÉGÉ B
	No equivalent (see 4h)

	PROTECTED A
	PROTÉGÉ A
	DIENESTA VAJADZĪBĀM (see 4i)


(g) After approval by the Participants, the exchange of PROTECTED C/ PROTÉGÉ C information will be considered on a case-by-case basis.

(h) PROTECTED B/PROTÉGÉ B information will be afforded a level of protection as KONFIDENCIĀLI information; however, Canadian contracts involving PROTECTED B/PROTÉGÉ B information that is provided to the Latvian Contractors will include appropriate contract clauses informing the recipient of the minimum security requirements for the protection and handling of this information. There is no requirement for an FSC and PSC at the level of KONFIDENCIĀLI to access PROTECTED B/PROTÉGÉ B information.

(i) Canadian contracts involving PROTECTED A/PROTÉGÉ A information that is provided to the Latvian Contractors will include appropriate contract clauses informing the recipient of the minimum security requirements for the protection and handling of this information.

(j) Canada will protect Latvian DIENESTA VAJADZĪBĀM Information at the security classification level identified in the following table:

Table 3: DIENESTA VAJADZĪBĀM Information
	In the Republic of Latvia

	In Canada 
(English)
	In Canada 
(French)

	DIENESTA VAJADZĪBĀM (see 4k)
	PROTECTED A
	PROTÉGÉ A


(k) Latvian contracts involving DIENESTA VAJADZĪBĀM information that is provided to the Canadian Contractors will include appropriate contract clauses informing the recipient of the minimum security requirements for the protection and handling of this information. There is no requirement for an FSC and PSC to access DIENESTA VAJADZĪBĀM Information.

5. Protection and use of Classified Information
(a) The Participants will protect and use Classified Information as follows:

(i) the receiving Participant will give protection that is at least equal to the protection that it gives to its own information of an equivalent security classification level;

(ii) the receiving Participant will use Classified Information only for the purpose for which it is disclosed unless the originating Participant gives prior consent, in writing, through the Participants’ respective SAs;

(iii) the originating Participant may specify, in writing, a limitation on the use of Classified Information by the receiving Participant;

(iv) the receiving Participant will not downgrade the security classification level of Classified Information or declassify Classified Information without the prior consent, in writing, of the originating Participant through the Participants’ respective SAs;

(v) the originating Participant will inform the receiving Participant of a change in the security classification level of Classified Information; and

(vi) the receiving Participant will use every available means to prevent the unauthorised disclosure of Classified Information.

(b) A Participant may stipulate, in writing, additional security requirements for the protection of Classified Information disclosed to the other Participant, as long as these are not contradicting the minimum security requirements described in this Memorandum of Understanding.

(c) Each Participant will notify the other Participant of changes in its laws and regulations that could affect the protection of Classified Information disclosed under this Memorandum of Understanding. 

6. Access to Classified Information
The Participants will not give an individual access to Classified Information based only on that individual’s rank, appointment, or PSC. The Participants will give an individual access to Classified Information only if that individual has:
(a)
a Need-to-know;
(b)
a PSC to the appropriate level, as required; and 
(c)
a briefing on the protection of Classified Information in accordance with the Participants’ respective laws and regulations.
7. Transmission of Classified Information
(a) The Participants will ensure that Classified Information at the level of PROTECTED C/PROTÉGÉ C and CONFIDENTIAL/CONFIDENTIEL/ KONFIDENCIĀLI or above is transferred only by diplomatic courier, by military courier, or by other means jointly approved by their respective SAs. 

(b) Classified Information is marked in accordance with the Participants’ respective laws and regulations.

(c) At the request of the originating Participant, the receiving Participant will provide the originating Participant with confirmation, in writing, that it has received Classified Information.

(d) The Participants, through their respective SAs, will advise the sender and recipient of the means and the packaging standards that they have jointly approved for the transmission of Classified Information.

(e) If Classified Information at the level of PROTECTED C/PROTÉGÉ C and CONFIDENTIAL/CONFIDENTIEL/KONFIDENCIĀLI or above is too voluminous to be transferred by a diplomatic courier or a military courier, the Participants, through their respective SAs, will jointly draft a transportation plan that describes how they intend to transfer the Classified Information. That plan may include the type of transport, the route, and the type of escort for such Classified Information.

(f) 
The Participants may jointly authorize the transfer of Classified Information by protected electronic means and will jointly determine the applicable security procedures.

8. Translation, Reproduction, Alteration and Destruction of Classified Information
(a) The originating Participant may prohibit the translation, reproduction, alteration, or destruction of Classified Information by marking the Classified Information or by attaching a written notice to the Classified Information.

(b) Classified Information at the level of PROTECTED C/PROTÉGÉ C and CONFIDENTIAL/CONFIDENTIEL/KONFIDENCIĀLI or above will be translated, reproduced, or altered only with the written consent of the originating Participant through its SA.

(c) Classified Information at all levels provided to Contractors will be translated, reproduced, or altered only with the written consent of the originating Participant through its SA.

(d) A translation or a reproduction of Classified Information that is authorized by the originating Participant will retain the security classification level of the original Classified Information and be given the same protection. 

(e) If the receiving Participant no longer requires the Classified Information and if the originating Participant authorizes its destruction or return, the Classified Information will be destroyed or returned in accordance with the level of protection that the receiving Participant gives to its own Classified Information at the equivalent security classification level. 

(f) If a Contractor completes a Classified Contract or no longer needs to retain Classified Information, the receiving Participant will ensure that the Classified Information is returned to the originating Participant, unless the originating Participant gives specific instructions, in writing, that the Contractor will destroy the Classified Information. 

9. Classified Contracts
(a) The receiving Participant, prior to the release of Classified Information to a Contractor, will ensure that:

(i) the Contractor and the facility, if storage at the Contractor’s site is required, of that Contractor meet the security requirements to protect the Classified Information in accordance with the laws and regulations of the receiving Participant;

(ii) the Contractor has a valid FSC to handle Classified Information at the level of CONFIDENTIAL/CONFIDENTIEL/ KONFIDENCIĀLI or above;

(iii) an individual who has access to Classified Information at the level of PROTECTED C/PROTÉGÉ C and CONFIDENTIAL/ CONFIDENTIEL/KONFIDENCIĀLI or above has a Need-to-know and a valid PSC for Classified Information at that level;

(iv) an individual who has access to Classified Information is informed of that individual’s duty to protect the Classified Information in accordance with the laws and regulations of the receiving Participant and the terms of this Memorandum of Understanding; and

(v) the Contractor that has an FSC is periodically inspected to determine if it continues to meet the security requirements to handle Classified Information.

(b) The receiving Participant will ensure that a Contractor that handles Classified Information has a facility security officer to ensure the protection of that Classified Information.

10. Contract Security Clauses
A Participant will ensure that:

(a) a Classified Contract that requires access to Classified Information is governed by security clauses in accordance with the laws and regulations of that Participant and the terms of this Memorandum of Understanding;

(b) a Classified Contract includes a description of the security requirements to handle Classified Information. The description of the security requirements will indicate the Classified Information that is released to or generated by the Contractor and the security classification level that is assigned to that Classified Information;

(c) for a Classified Contract that is performed in the territory of the other Participant, the SA of the originating Participant promptly provides to the SA of the other Participant a copy of the description of the security requirements;

(d) security clauses that govern a Classified Contract include at least:

(i) a requirement that the Contractor disclose the Classified Information only to an individual who has a PSC, a Need-to-know, and a briefing on the protection of Classified Information in accordance with that Participant’s laws and regulations;

(ii) the means to be used to transfer the Classified Information;

(iii) the procedures to request a visit to an industrial or a governmental facility in a Participant’s territory, in accordance with paragraph 14;

(iv) the procedures for a Participant, through its SA, to inspect a facility of a Contractor located in its territory;

(v) the procedures for a Contractor to promptly notify the SA of the Participant where the Contractor is based of the possibility that Classified Information is lost or compromised;

(vi) a requirement that Classified Information disclosed in the context of a Classified Contract only be used for the purpose of that Classified Contract; 

(vii) the procedures for the final disposal of Classified Information;

(viii) a requirement that a Contractor not disclose Classified Information to a third country or to an individual or legal entity from a third country without the consent, in writing, of the SA of the originating Participant; and

(ix) the security requirements to protect Classified Information.

11. Security Requirements
The Participant in whose territory the Classified Contract is performed will ensure that the description of the security requirements is provided to the SA of the Participant where the Contractor is based. For the Republic of Latvia, the security requirements are described in the statutes of the classified procurement.  For Canada, the security requirements are described in a Security Requirements Check List (SRCL). 

12. Security Assurances
(a) A Participant, through its SA, will take measures to ensure that a Contractor from that Participant is not awarded a Classified Contract and does not receive Classified Information at the level of PROTECTED C/ PROTÉGÉ C and CONFIDENTIAL/CONFIDENTIEL/ KONFIDENCIĀLI or above until the SA of the other Participant, in whose territory the Classified Contract is performed, confirms that the Contractor meets the security requirements of that other Participant.

(b) At the request of the SA of the requesting Participant, the receiving Participant will ensure that its SA provides a security assurance, in writing, that indicates if a Contractor has a valid FSC or PSC. This security assurance will be provided in accordance with the laws and regulations of the receiving Participant.

(c) A Participant will ensure that:

(i) if its SA provides a security assurance regarding a Contractor and learns of a breach of a security requirement by that Contractor, that SA promptly notifies the SA of the Participant that requested the security assurance;

(ii) if its SA grants an FSC or PSC to a Contractor, that SA may withdraw that FSC or PSC for a security reason, in accordance with the laws and regulations of that Participant. That SA will promptly inform the SA of the other Participant of that withdrawal;

(iii) if its SA cannot provide a security assurance because a Contractor does not have an FSC or PSC that meets the security requirements for a Classified Contract, that SA, acting at the request of the SA of the other Participant, conducts a security assessment to determine if it should grant or upgrade the FSC or PSC of that Contractor and if it should provide a security assurance in accordance with paragraph 12(b); and

(iv) if its SA cannot promptly provide a security assurance in response to a request from the other Participant, that SA informs the SA of the other Participant of the status of the request.

(d) The SA that receives a request for a security assurance responds within 5 working days unless the Participants jointly determine otherwise.

(e) At the request of the Participant that conducts a security assessment to determine if it should grant an FSC or PSC, the other Participant will assist it with that security assessment.

13. Security Assessments
(a) A Participant  may visit a facility holding an FSC in the territory of the other Participant to evaluate the effectiveness of the security requirements that are applied under this Memorandum of Understanding. This includes the security requirements that are applied with respect to a Classified Contract.

(b) The Participants may visit each other to discuss their respective information security laws, regulations, and procedures relevant to this Memorandum of Understanding to ensure that their application of those laws, regulations, and procedures is consistent. 

(c) The Participants will jointly decide on the frequency and timing of discussions and visits.

(d) The requesting Participant will provide requests for visits pursuant to paragraph 14 and will refer to this paragraph on the form of the Request for Visit. 

14. International Visits
A Participant will ensure that:

(a) its SA approves a visit by an individual who works for the other Participant or for a Contractor from the other Participant to an industrial or a governmental facility in its territory if the visit is authorized by the SA of the other Participant, if the visitor holds a valid PSC that meets the security requirements of that facility, and if the visitor has a Need-to-know;

(b) if an individual who works for that Participant or for a Contractor from that Participant requests a visit to a facility at the level of CONFIDENTIAL/ CONFIDENTIEL/KONFIDENCIĀLI or above in the territory of the other Participant, the individual submits that request through the SA of that first Participant and complies with the security requirements of the other Participant;

(c) a request for a visit includes the visitor’s first name and surname, date and place of birth, nationality, passport or identity card number, service rank (if applicable), position, and PSC level, as well as the name of the visitor’s employer organization, the purpose of the visit, the proposed date of the visit, the contact persons of the visitor, and the facility to be visited; and

(d) its SA submits a request for a visit to the SA of the other Participant at least 30 working days before the visit, unless the Participants jointly determine otherwise. 

15. Third Country Restrictions
(a) The receiving Participant will not disclose Classified Information to a third country or to an individual or legal entity from a third country without the prior consent, in writing, of the originating Participant through the Participants’ respective SAs.

(b) The Participants will ensure that their respective contractors do not disclose Classified Information to sub-contractors from a third country without the prior consent, in writing, of both Participants. 

16. Loss or Compromise
If the receiving Participant becomes aware of the possibility that Classified Information is lost or compromised, it will immediately inform the originating Participant and initiate an investigation. The receiving Participant will forward to the originating Participant the result of the investigation and inform the originating Participant of the measures taken to prevent a recurrence.

17. Difference in Interpretation and Application
The Participants will seek to resolve any difference arising from the interpretation or application of this Memorandum of Understanding amicably and expeditiously by consultation or negotiation and will not refer the difference to any international jurisdiction for settlement. 

18. Status of the Instrument
This Memorandum of Understanding is not legally binding under international law.
19. Costs 
A Participant will bear its own costs to apply this Memorandum of Understanding.
20. Final Dispositions
(a) This Memorandum of Understanding will come into effect on the date of its last signature by the Participants. 

(b) The Participants may amend this Memorandum of Understanding by joint consent in writing.

(c) The Participants will jointly review this Memorandum of Understanding at least once every two years to determine if changes are required.

(d) A Participant may terminate this Memorandum of Understanding by giving a six month written notice to the other Participant.

(e) After the termination of this Memorandum of Understanding, the receiving Participant will continue to protect Classified Information in accordance with this Memorandum of Understanding until the originating Participant informs it to do otherwise.

Signed in duplicate at __________ on this _______ day of __________ 2018 and at __________ on this _______ day of __________ 2018, in the Latvian,  English and French languages, each version being equally valid.
	__________________________________
For the Government of the Republic of Latvia
	__________________________________
For the Government of Canada


Iesniedzējs:

tieslietu ministrs
Dzintars Rasnačs
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